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Configuration

Dashboard :

» [ E FR A 02| & G

Bgtw.m2Lfr - Status: Das X + v

5 cC @ O & https//192.168.104.254
KaliLinux # Kali Tools < KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

Efjsense

UNITY EDITION
Status / Dashboard +0
System Information 00 Interfaces p-Xx)
Name Bgtw.m2L.fr 4 1000baseT <full-duplex> 10.54.4.254
User admin@192.168.104.96 (Local Database) 4 1000baseT <full-duplex> 172.31.4254
Version 2.7.2-RELEASE (amd64) 4 1000baseT <full-duplex> 192.168.104.254
built on Wed Dec 6 20:10:00 UTC 2023
FreeBSD 14.0-CURRENT s DEVA 4 1000baseT <full-duplex> 192.168.4.254
Unable to check for updates 53 USR4 4> 1000baseT <full-duplex> 172.20.255.254
Uptime 00 Hour 13 Minutes 22 Seconds Gateways /00
Current date/time Sat Mar 1 16:52:35 UTC 2025 RTT RTTsd Loss Status
DNS server(s) « 10.54.4.253 @ 0.4ms 0.1ms 0.0% Online
10.54.4.253
Last config change Wed Feb 19 15:52:36 UTC 2025
. @ GTW_PRIV 0.1ms 0.1ms 0.0% Online
State table size 172.31.4.254
0% (9/198000) Show states -31.4.
MBUF Usage ( @ GTW_ADM 0.1ms 0.1ms 0.0% Online
1% (5588/1000000) 192.168.104.254
CPU usage [ | ©@  GTW.DEV 0.1ms 0.1ms 0.0% Online
4% 192.168.4.254
Memory usage %9% - @ GTW.USR 0ims  0ims  00%  Online
172.20.255.254
SWAP usage
0% 0f 1024 MiB Services Status OO0
Service Description Action
&  dpinger Gateway Monitoring Daemon ce®
@  keadhcp4 Kea DHCP Server c®

Status.services

Beompk 9l

» Bgtw.m2Lfr - Status: S

« C @
KaliLinux # Kali Tools # KaliDocs X Kali Forums X Kali NetHunter  Exploit-DB  Google Hacking DB OffSec

msense yotom - Intert

Status / Services 2]

Service Description Status Actions
dpinger Gateway Monitoring Daemon (]
kea-dhcpd Kea DHCP Server ©
openvpn OpenVPN server: VPN-RZO-ADM (1
openvpn OpenVPN server: VPN-RZ0-DEV ]
syslogd System Logger Daemon o




Diagnostic.Sockets

Bgtw.m2Lfr - Diagnostic: +

QO & https://192.168.104.254

8 KaliTools «# KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB

Rlisense

Google Hacking DB/ OffS

Diagnostics / Sockets 2]

IPv4 System Socket Information

USER COMMAND PID FI PROTO LocAL FOREIGN
root syslogd 58279 9 udpa 514 =
root kea-dhcpd 72075 18 udpa 172.20.255.254:67 x
root nginx 68648 5 tepd 443 *x
root nginx 68648 7 1epd 80 -
root nginx 68322 5 tepd 443 *x
root nginx 68322 7 1epd 80 o
root nginx 68112 5 tepd 443 2
root nginx 68112 7 1epd 80 o
root openvpn 18310 6 udpa 10.54.4.254:1195 L
root openvpn 10542 6 udp4 10.54.4.254:1194 wx
root php-fom 39 4 udpa e L
root php-fom 395 4 udpa e x
root php-fom 394 4 udpa n =

IPv6 System Socket Information

USER COMMAND PID FD PROTO LOCAL FOREIGN
root syslogd 58279 7 udpé =514 -
root nginx 68648 6 tep6 *443 =
root nginx 68648 9 1ep6 *80 b
root nginx 68322 6 tep6 +443 B
root nginx 68322 9 1ep6 *80 b

Status.interfaces

KaliLinux # KaliTools < KaliDocs ¥ Kali Forums e Kali NetHunter

Esense

Google Hacking DB

Status / Interfaces

PUB4 Interface (wan, em3)

status  up T
MAC Address  08:00:27:73:cb:al
IPv4 Address  10.54.4.254
Subnet mask IPv4  255.255.255.0
1PV6 Link Local  feg0::a00:27ffe73.cbal %em3
MTU 1500
Media  1000baseT <fullduplex>

In/out packets
In/out packets (pass)

12480/6675 (9.73 MIB/272 KiB)
12480/6675 (9.73 MiB/272 KIB)

Infout packets (block)  116/0 (11 KiB/0 B)
Injouterrors  0/0
Collisions 0

OffSec

PRIV4 Interface (lan, em0)

Status  up T
MAC Address  08.00:27be:18:8e
1Pv4 Address  172.31.4.254
Subnet mask IPv4  255.255.255.224
1PV6 Link Local  fe80::a00:27ffebe:188e%em0
MTU 1500
Media  1000baseT <full-duplex>

In/out packets

In/out packets (pass)
Infout packets (block)
In/out errors
Collisions

Interrupts

0/0(0 B/OB)

0/0(0 B/0B)
116/0 (11 KiB/0 B
/0

11128 (85)




B mEk

Bgtw.m2| s: Inte: X +

Q G hitps:/[192.168.104.254/status_interfac

KaliLinux 8 Ki ools ¢ KaliDocs ¥ Kali Forums ¢\ Kali NetHunter Exploit-D Google Hacking D

Status  up
MAC Address  08:00:27:ee.72:a1
1Pva Address  192.168.104.254
Subnet mask IPv4  255.255.255.0
1Pv6 Link Local  feB0:a00:27ff feee:72a1%em1
MTU 1500
Media  1000baseT <full-duplex>
Injout packets  4317/10237 (450 KiB/10.35 Mig)
Infout packets (pass)  4317/10237 (450 Kig/10.35 MiB}
Infout packets (block) 070 (08/0B)
Injout errors  0/0
Collisions 0
Interrupts 7511 (5/s)

DEV4 Interface (opt2, em2)

Status  up
MAC Address  08:00:27:2d:de71
IPv4 Address  192.168.4.254
Subnet mask IPv4  255.255.255.0
1Pv6 Link Local  fe80:a00:27ff:fe2d:de71%em2.
MTU 1500
Media  1000baseT <full-duplex>
Injout packets  0/0 (0 B/0B)
Infout packets (pass) /0 (0 B/0B)
Infout packets (block)  0/7(08/96 B)
Injout errors  0/0
Collisions 0
Interrupts 2 (0/s)

USR4 Interface (opt3, em4)

status  up
MAC Address  08:0027:dc:5d:af
IPva Address  172.20.255.254
Subnetmask IPv4  255.255.0.0
1PV6 Link Local  fe80::a00:27fffedc 5daf%ems
MTU 1500
Media  1000baseT <full-duplex>
In/out packets  0/0 (0.8/08)
In/out packets (pass)  0/0 (0 B/0 B)
Infout packets (block)  0/2 (08/138 8)
Injout errors  0/0
Collisions 0

Diagnostic.routes

KaliLinux @8 KaliTools @ KaliDocs X Kali Forums X Kali NetHunter xploit-DB Google Hacking DB OffSec

Diagnostics / Routes =EwEe
Resolve names Enable

Rows o display 0

Filter

1Pv4 Routes

Destination Gateway Uses Mty Interface Expire
defoutt 10544253 1 em3

10640728 e 4 1500 ovpns2

10641 k7 s 15 16384 100

107.40/29 Ink#10 u 12 1500 ovpns

10741 k7 uHs 1 0
105440724 Tokes v 1 1500 em3
10544254 ke 7 MS 3 16384 0
001 Iks7 o 2 16384 00
ks ) 10 1500 ema

k7 uHs 1 16384 0
17231 4224127 k1 v 4 1500 em0
172314254 ka7 s 5 00
19216840124 ke ) 8 1500 em2
192168 4254 loke7 o 9 16384 0
19216851 10544253 7 1500 em3
Ink#2 v 6 em1

192.168.104.254 Tks7 uHs 7 00




«

Kali Linux

Bgtw.m2Lfr - Firewall: N/ X +
@ 0]
# KaliTools = KaliDocs N KaliForums e Kali NetHunter = Exploit-DB = Google Hacking DB /" OffSec
Flisense
Firewall / NAT / Port Forward (%]
Port Forward 11 Qutbound NPt
o Interface Protocol Source Address Source Ports Dest. Address Dest. Ports. NAT IP NAT Ports Description Actions

Firewall.port-forwarding

3 £ L2

Firewall.outbound-nat

AeomPor-

] Bgtw.m2Lfr - Firewall: N x  +

Kali Linux

O A hiip 68.104.254/firewal_nat_out.ph 80% ¥

# KaliTools « KaliDocs ¥ Kali Forums & Kali NetHunter Exploit-DB Google Hacking DB

isense . ot Fre
Firewall / NAT / Outbound e
Port Forward 11 Outbound NPt
Mode Q C ®
ound NAT d NAT
ule generation. .
NAT rules’

1 Interface  Source  Source Port Destination Destination Port NAT Address NATPort  Static Port Description Actions

ERZ) N D

o




Firewall.rules

Floating :

Bgtw.m2Lfr - Firewall: RL X +

S C @ O & https://192.168.104.254/firewall_rules.php?if=FloatingRule

KaliLinux # KaliTools « KaliDocs N KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

Flisense o

MUNITY EDITION

Firewall / Rules / Floating i E

The changes have been applied successfully. The firewall rules are now reloading in the background. Xi
Monitor the filter reload progress.

Floating PUB4 PRIV4 ADM4 DEV4 USR4 OpenVPN

Rules ag to Change Order)
(m] States  Interfaces Protocol Source Port  Destination Port  Gateway Queue  Schedule Description Actions
O ¢ 00B Ay IPv4 ICMP * * * * * none 3/ 00mx
any

View license.

@ o 0E® gl @ cr orore

qAem
] Bgtw.m2Lfr - Firewall: R
o C ® O G https://192.168.104.254/firew
KaliLinux # KaliTools « KaliDocs N{ Kali Forums e\ Kali NetHunter * Exploit-DB % Google Hacking DB " OffSec

Flisense ssen- e

MMUNITY EDITION

Firewall / Rules / PUB4 wE e
Floating PUB4 PRIV4 ADM4 DEV4 USR4 OpenVPN
Rules (Drag to Change Order)
@ States  Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
O v 0/986B IPv4 * * o * * none ping tout passe &4
ICMP X
any
O v 0/0B IPv4TCP  PUB4 ¥ priv4_auth 22 (SSH) * none SSH Pour sauvegarde automatisée &, Va
subnets X
O ¢ 0/0B  IPv4UDP * *  PUB4address 1195 * none OpenVPN VPN-RZO-DEV wizard R
X
0O v 0/08B IPv4UDP  * L PUB4 address 1194 % none OpenVPN VPN-RZO-ADM wizard
(OpenVPN)
0O v 0/0B IPv4TCP  pub4_WebR * priv4_auth 389 (LDAP) X none LDAPS (Authentification Sécurisée) —>
privd_auth
O v 0/08B 1Pv4* ¥ ¥ !not_ ® x none Autorise Sortie Internet
INTERNET
o x 017 1Pv4 * X 7 ¥ X 2 none Pub TOUT block
KiB




Kali Linux #& Kali Tools X Kali Forums X Kali NetHunter ) Google Hacking DB OffSec

Flisense merfaces = Fire s VeN -

MMUNITY EDITION

Firewall / Rules/ PRIV4 w = @

The changes have been applied successfully. The firewall rules are now reloading in the background. )
Monitor the filter reload progress.

Floating PUB4 PRIV4 ADM4 DEV4 USR4 OpenVPN

(] States  Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
v 0/0B * * * PRIV4 Address 443 * * Anti-Lockout Rule 3
80
0O v 00B  IPvd 2 LI o o none Autoriser les requétes ping &Lo,00m
ICMP x
any.
O v o8 IPv4TCP  priv4_auth * pub4_WebR 636 * none LDAPS (Authentification Sécurisée) >
(LDAP/S) pub4_WebR
O v 0oB IPv4UDP  PRIV4 & Fgtw_Pub 53 (DNS) & none autoriser requetes DNS
subnets
O « 00B IPv4 * * * !'not_ * * none Autorise Sortie Internet
INTERNET
O X 021 Ipdr + 5 0 * * none PRIV4 TOUT BLOCK &S 00m

(© e J O con J@ 5o

& OB 8 @ & e crome

Adm4 :

+

O a

Kali Linux #8 KaliTools = KaliDocs N Kali Forums & Kali NetHunter

Flisense

Firewall / Rules / ADM4 w G @

‘The changes have been applied successfully. The firewall rules are now reloading in the background ™
Monitor the filter reload progress

Floating PUB4 PRIVA. ADM4 DEV4 USR4 OpenVPN

Rules (Drag to Change Order)

a States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
O v 01688  IPva * oo . . none Autoriser les requétes ping
IcMP
any
O v 0132 IPv4TCP  vpn_and_adm_ *  InterfacesADM4 hitphttps  * none Autorise HTTPS VPN & ADM
MiB subnet
o IPv4TCP  vpn_and_adm_ *  pub4_WebR 443 (HTTPS) * none Autorise requetes vers
subnet WebR https
O « 0/0B IPvAUDP  vpn_and_adm_ *  Fgtw_Pub 53 (DNS) * none allow dns —> network
subnet
O « 0/08B IPvATCP  vpn_and_adm_ *  privd_auth 636 * none LDAPS (Authentification
subnet (LDAP/S) Sécurisée)
O  0/08 IPvATCP  vpn_and_adm_ v 22 (SSH) * none Administrer SSH
subnet
o 1Py * * *  InotINTERNET * . none Autorise Sortie Internet
[u] 1Pya * * R * @ none TOUT BLOQUE

@ o J © oo | O con f B o]



QO G https://192.168.104.254/firewall Sh pt2
KaliLinux # KaliTools * KaliDocs { Kali Forums ¢ Kali NetHunter % Exploit-DB % Google Hacking DB /" OffSec

Misense

Firewall / Rules/ DEV4 L B @

Floating PUB4 PRIV4 ADM4 DEV4 USR4 OpenVPN

] States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
o IPv4ICMP = * * * . none Autoriser les requétes ping

any
O « 0/0B IPVATCP DEVAsubnets *  pubd 443 (HTTPS)  * none Autorise vers HTTPS om
0« 0/0B IPW4TCP DEV4subnets *  privd_auth 636 (LDAP/S)  * none LDAPS - authentifcation secure omx
o IPY4TCP  DEVAsubnets * 22 (SSH) * none Déposer Code DEV - Pubd. WebR Qmx
[u] 1Pvd * * *  Inot_INTERNET * * none Autorise Sortie Internet Qmx
[u] 1Pva * * CE * * none TOUT BLOGUE om

) )

192.168.104.254/fire

KaliLinux @ Kali Tools  KaliDocs X Kali Forums o Kali NetHunter = Exploit-DB = Google Hacking DB /" OffSec
Flisense em -
Firewall / Rules / USR4 wE e
een applied successfully. The firewall rules are now reloading in the background x
ter reload progress.
Floating PUB4 ADM4 DEV4 USR4 OpenVPN
Rules (Drag to Change Order)
States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions.
v 8 (IVATCP  USRAsubnats: * ' R 443 (HTTPS) * none Acceder Serveur HTTPS PubWebR &, #* DO T X
v 8 IPVAUDP USR4subnets *  Fgiw_Pub 53 (DNS) * none autoriser requetes DNS $200mx
v 8 IPVATCP  USR4 subnets * priva_aut 636 (LDAP/S) * none LDAPS - authentifcation secure L/ O00mx
v B IPVAICMP * * . . . none Autoriser les requétes ping $S00mx
schoreg

v B IPva* . * NOt_INTERNE . . none Autorise Sortie Internet &S 00Mmx
x P4 * * + . * * none TOUT block USR4 42001

) BN O




System.general-setup :

Kali Linux @ KaliTools « KaliDocs ¥ KaliForums e Kali NetHunter

Flisense

Exploit-DB

System / General Setup

Google Hacking DB

2]

Hostname

Domain

Domain nar

Do not end the domain nar
Rendezvous, Airprint,
Alternativ

Baw

me of the

ma2lfr

or the firewall

mDNS (e.g. Avahi, Bon
yif the router uses

DNS Server Settings

DNS Servers

Address

10.54.4.253

DNS Query

none v

NS Server
name for TLS
1 in the DNS

Resolver (optio

way for each DNS server. When
d be at least

there sho

using multiple WAN connect
one unique DNS server per gateway

Forwarding enabled

Add DNS Server

DNS Server Override

DNS Resolution Behavior

O G

Kali Docs X Kali Forums ex Kali NetHunter

ttps://192.168.104.254/system. ph

KaliLinux & KaliTools ¢ Exploit-DB

imezone

Timeservers

Language

< Add DN Server

Allow DNs server list to be overridden by DHCP/PPP on WAN of remote OpenVPN server

ense will use DNS servers assigned by a DHCP/PPP server on WAN or @ remote OpenVPN server (if Pull DNS option s enabled)
S Forwarder/DNS Resolver). However, they will not be assigned to DHCP clients.

Use local DNS (127.0.0.1), fall back to remote DNS Servers (Default)

rewall will use local DN

s othe

Google Hacking DB

zone for the firewall
nes do ot properly handle the cleck offset required for this firewal

determi

ion)

‘sphic region name

ere the geographic zo

10.54.4.253

ise a space to separate multiple hosts (only one required). Remember to set up at least ane DNS server if @ host name is entered here!

English v

webConfigurator

Theme

‘Top Navigation

Hostname in Menu

Dashboard Columns

Interfaces Sort

Associated Panels
Show/Hide

Require State Filter

Require Firewall Interface

1 et Cnlumn | ahele

pfSense v
Choose an alternative cs: installed) to change the appeara: tedt in fus/localfw
Scrolls with page v

The fixed option is intended for large screens only

Default (No hostname) .

Replaces the Help menu titie in the Navbar with the system hostname o

Sart Alphabetically

elected,lists of interf: by an Jan optn

orted by

| Available Widgets [ Leg Fiter [ Manage Log ) Menitoring Settings

how the erpanel  Show the Mana w the Settings panel

¥ the Available

dgets panel on the

in Status Monitering.

panel in System Logs.

Thes ded in the title bar to un-hide the panel

Do not display state table:

By default, the enti n requires afilter

displayed. Useful for sy

1 Do ot display firewall rules list without first selecting an interface
Rul

all rules for the first enabled interface (e.g

ating to Firewall
ith a large number

By defautt, the
explicit

causing slovme

Aetive




© Bgtw.m2Lfr - System: Ge X +

£ C @ O @ https://192.168.104.254,

Kali Linux # Kali Tools « KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

lop Navigation Scrolls with page v
The fixed option is intended for large screens only
Hostname inMenu | Default (No hostname) v
Rep  Help menu fitle in the Navbar with the me or FQDN.
Dashboard Columns | 2
Interfaces Sort [
Il be sorted by description, otherwise they are listed wan Jan,optn
Associated Panels () Available Widgets 01 Log Filter (] Manage Log [ Monitoring Settings
Show/Hide o the Available s

eLo how the Settings panel

in panels to be automatically hidden on page loaf

Require State Filter (7] Do not display state table without a filter

tate table

Require Firewall Interface (] Do not display firewall rules list without first selecting an interface

Left Column Labels [ Active

selected, clicking a label in the left column will se

Alias Popups [ Disable details in alias popups
f the detals in alias popups w n, jus ias description (e.g. in Firewall Rules
Disable dragging [ Disable dragging of firewall/NAT rules
Disables dragging rows to allow selecting ing ntents and avoid
Login page color | Dark Blue >
Choose a color for the login page
Login hostname (] Show hostname on login banner

System.certificate-manager :

System / Certificate / Authorities (2]

Authorities Certificates Revocation

Search term Both v m

Enter a search string or *nix regular expression to search certificate names ar

nguished names.

Certificate Author

Name Internal Issuer Certificates Distinguished Name In Use Actions

m21fr v self-signed 8 CN=m2l.fr-ca o .9‘ ‘ » e ﬁ

Valid From: Thu, 30 Jan 2025 20:50:45 +0000
Valid Until: Sun, 28 Jan 2035 20:50:45 +0000



Rlisense

System / Certificates / Certificates

Deleted certificate Certificat pour VPN

Authorities

Certificates Certificate Revocation

Search term

Enter a search string or *nix regular expression to search certificate names and distinguished names.

Certificates

Name

GUI default (66d77e6b76620)

Server Certificate
CA: No
Server: Yes

bgtw.m2l.fr.
Server Certificate
CA:No

Server. Yes

Fgtw

Server Certificate
CA: No

Server: Yes

webr.m2l.fr
Server Certificate
CA: No

Server. Yes

webr.m2l.fr
Server Cerlificate
CA: No

Server: Yes

auth.m2l.fr
User Certificate
CA: No

Server: No

VPN-Serv-Cert
Server Certificate
CA: No

Server: Yes

ystrater_Cert
User Certificate
CA: No

Server: No

dloper_Cert
User Certificate
CA: No

Server: No

Issuer

m2L.fr

m2L.fr

m2l.fr

m2l.fr

m2L.fr

m2Lfr

m2Lfr

m2L.fr

self-signed

Distinguished Name

Valid From: Tue, 03 Sep 2024 21:23:55 +0000
Valid Until: Mon, 06 Oct 2025 21:23:55 +0000

CN=bgtwmzl.f. €@

Valid From: Thu, 30 Jan 2025 20:51:48 +0000
Valid Until: Sun, 28 Jan 2035 20:51:48 +0000

CN=fgtw.internet.m2l.fr o

Valid From: Fri, 31 Jan 2025 09:41:38 +0000
Valid Until: Mon, 29 Jan 2035 09:41:38 +0000

CN=webrm2l.fr @

Valid From: Fri, 31 Jan 2025 09:42:22 +0000
Valid Until: Mon, 29 Jan 2035 09:42:22 +0000

CN=webrm2l.fr @

Valid From: Fri, 31 Jan 2025 09:42:22 +0000
Valid Until: Mon, 29 Jan 2035 09:42:22 +0000

CN=authm2L.it €

Valid From: Fri, 31 Jan 2025 09:43:42 +0000
Valid Until: Mon, 29 Jan 2035 09:43:42 +0000

CN=VPN-Serv-Cert €

Valid From: Tue, 11 Feb 2025 15:41:13 +0000
Valid Until: Mon, 16 Mar 2026 15:41:13 +0000

CN=ysirater o

Valid From: Tue, 11 Feb 2025 15:47:23 +0000
Valid Until: Fri, 09 Feb 2035 15:47:23 +0000

CN=dloper o
Valid From: Wed, 12 Feb 2025 12:44:56 +0000
Valid Until: Sat, 10 Feb 2035 12:44:56 +0000

0=pfSense GUI default Self-Signed Certificate, CN=pfSense-66d77e6b76620 o

InUse Actions

SRPECT

webConfigurator y’ *ﬁ - C'

SEpPaECO

SRPECT

S RPECT

S RPECT

OpenVPN Server & ik P EC'

User Cert SR PEC

User Cert Ve 74 (&



